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Protecting Children Online 

Behaviour puts young people at risk  not 
technology 



 
How Did You Decide?  

Who? 
     What? 
          Where? 





The	Worst	Case	Scenarios?	

Sexual	Exploitation	 Addiction	

Bullying	Extreme	Health	
Messages	e.g	Pro	Suicide	

Radicalisation	

Commercial	
Exploitation	or	
Criminality	

Teenagers	with	SEND	are	the	MOST	vulnerable	young	people.		



What	our	Children	and	Young	People	
Worry	about.		

Scary	Stuff	 The	News	

Swearing		

Losing	their	Tech.		
Not	being	Online	Pressure	to	get	likes	

Being	left	out	of	Squads/	
Lobbys.	Parties	

Nasty	or	Offensive	
Comments	

Pressure	for	naked	
selfies		

Friends		

Strangers	

Sharenting		
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•  Friends of Friends 
•  Bullies 
•  Predators 
•  Persuaders 
•  Advertisers 
•  Universities 
•  Employers 



Can I Be Your Friend?  



What are our children and young people  
doing online? 



The Parentzone and the Internet Watch 
Foundation 



Nude or semi-nude images or videos produced by a young person 
of themselves engaging in erotic or sexual activity and 
intentionally shared by any electronic means.”  

During the course of the Study, 3,803 images and 
videos were assessed as meeting the research 
criteria. 
The key findings of the Study were as follows: 
•   17.5% of content depicted children aged 15 

years or younger. 
•  Most of the content depicting children aged 15 or 

younger was created using a webcam. 
•  Over 9 out of 10  items  which depicted children 

aged 15 or younger featured girls. 
•  Half of  the content depicting children aged 15 

years or younger was Category A or B ( ¼ in the 
16-20 years age range) 

•  90%of the total images and videos assessed as 
part of the Study had been harvested from the 
original upload location and were being 
redistributed on third party websites. 



 
 
 
Online Safety Policy 
Acceptable  Policy – Staff 
Acceptable Use Policy – Pupils 
AUP – Parents 
Social Media Policy 
Use of Cameras 
Data Protection 
Filtering and Monitoring Policy 
Use of 
 



Online Risks For Children 
 

 
 

Commercial	 Aggressive	 Sexual	

Content	
(child	as	
recipient)	
“Where”	

Adverts	
Spam	
Sponsorship	
Personal	info	

Violent/hateful	
content	

Pornographic	or	
unwelcome	
sexual	content	

Contact	
(child	as	
participant)	
“Who”	

Tracking	
Harvesting	
personal	info		

Being	bullied,	
harassed	or	
stalked	

Meeting	strangers	
Being	groomed	

Conduct	
(child	as	actor)	
“What”	

Illegal	
downloading	
Hacking	
Gambling	
Financial	scams	
Terrorism	
 

Bullying	or	
harassing	another	

Creating	and	
uploading	
inappropriate	
material	



YouTube 





Pressure 

•  To be online 
•  To get likes 
•  To look “right” 
• Worry about 

friends 
•  Inappropriate 

Information 
•  Asked for 

images 









What Does Support Mean? 

Relationships 
•  High standards of 

behaviour 
•  Clear negotiated 

boundaries 
•  Warm Relationships 
•  Measured Responses 
 

Technical 
Settings 

Education Relationship 



What	to	do	if	you	have	a		
Who	worry	

Explain	to	your	child	why	you	are	worried	about	the	people	
they	are	in	touch	with	online	

If	someone	is	bullying	your	child	online:	
•  Keep	the	evidence	–	screenshots	and/or	texts	
•  If	it’s	someone	from	their	school,	talk	to	their	teacher	
•  Report	to	the	service	provider	
•  Find	out	how	to	block	users	on	Social	Media	Sites	

If	you	are	concerned	about	a	person	who	is	talking	to	your	
child,	you	can	report	it	to	CEOP	or	the	police.		



What	to	do	if	you	have		
a	What worry	

Check	your	child’s	privacy	settings	on	sites	like	Musical.ly		
and	image	sharing	sites	like	Instagram.	Think	about	the	
age	they	have	told	different	sites	

Turn	off	in-app	purchasing	on	smartphones	and	tablets	
register	it	for	an	under	18.		

Decide	whether	you	need	to	involve	your	child’s	school	or	
even	the	police		

Talk	to	your	child	about	the	news	and	where	to	find	it.		



What	to	do	if	you	have	
a	Where worry		

Talk to your child about your concerns  

Agree sites that you’re happy for them to use 

Set YouTube SafetyMode  and Google SafeSearch 
to help filter ‘inappropriate content’ 

Familiarise yourself with reporting tools on sites 
like instagram, YouTube  
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TALK, TALK TALK…. Children are not 
the experts!!! 
Difference between virtual and real - relationships 
 
Ask what sites they visit,  who they talk to when they go there and what 

they do.  
 

Have they any anxieties or concerns?  
 

Talk to them about your concerns 
 
Parental controls and filtering software can help keep younger children 

away from worrying content or areas. 
 

 Threatening to "take the internet away" or to remove a child's mobile 
phone is unlikely to help. Need to learn 
  

If you are extremely concerned talk to a professional or the Police. 
 
 

 
 


